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Based on all news feeds

New York Times: Ex-Occupation Aide Sees No Dent in 'Saddamists’

Efforts by the U.S. military and the C.I.A. to destroy the insurgency in
Iraq have failed to reduce the number of "hard-core Saddamists." (read
more...)
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Screenshot: Jonah Brucker-Cohen, Michael Bennett,
Homeland Insecurity Advisory System (2004)
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Security is predicated on protection from perceived violence or terrorism,
but who will protect us from security? Behind this statement is the fact that
those in power regularly commit acts of real and symbolic violence and this
goes unpunished T indeed it is legitimated so effectively that we think we are
protected by these acts of violence against us in the form of security. This essay
asks how the inherent violence encoded into software might be understood in
this way. The arguement is that T rather than simply assuming that it protects
the user from insecurity - security software itself constitutes violence. These are
some of the conditions that produce states of emergency and that in turn create

insecurities.

Critique of Violence

The background to this line of thinking draws upon Walter Benjaminis 1921
essay iCritique of Violencei.! For Benjamin, the issue is not whether violence is a
means to a just or unjust end (a critique of jjust endsb) but whether violence can
be a moral means in itself. As he puts it, ta more exact criterion is needed, which
would discriminate within the sphere of means themselves, without regard for
the ends they servei (1996: 236).2 Rather than simply reconciling just ends by a
justiycation of the means, or vice versa, the (Critique of Violenced essay focuses
on the realm of means, or more precisely: ithe question of the justiycation of

certain means that constitute violencef as Benjamin puts it (1996: 237).

As far as the State is concerned, violence exercised by individuals, or its legal
subjects, isa threat to the legal system that serves to justify its own use of violence.
Legal ends appear to be only achievable by legal power. The law uses violence for
legal ends that the law itself has decided. For instance, and as an agent of State
authority, police violence is legitimated as both law-making and law-preserving
Tand indeed all violence is a means of law-making and law-preserving according
to Benjamin. This indicates the lawis imonopoly on violencef as he puts it, in not
simply preserving legal ends but more importantly in preserving the law itself. It
also afyrms the threat of actions that are outside of the law, to the law itself, and

why they must be contained.
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An exception to this is the right to strike, conceded by the State in recognition
of the inevitability of antagonism in human societies. Yet to strike is an active
refusal to work, the withdrawal of actions, a non-action, and is not necessarily
violent. Where violence is more easily discernible is that the motivation to strike
in the yrst place is to escape from the violence imposed on the worker by the
employer. This position is in keeping with Trotsky, in his essay iTerrorismi of
1911, who considers arguments against the use of violence to be a hypocrisy in
that the entire state apparatus and its laws, police, and army are nothing but an

apparatus for capitalist terror:

iOur class enemies are in the habit of complaining about our terrorism. What
they mean by this is rather unclear. They would like to label all the activities
of the proletariat directed against the class enemyis interests as terrorism. The
strike, in their eyes, is the principal method of terrorism. The threat of a strike,
the organisation of strike pickets, an economic boycott of a slave driving boss,
a moral boycott of a traitor from our ranks - all this and much more they call
terrorism. If terrorism is understood in this way as any action inspiring fear in,
or doing harm to, the enemy - then of course the entire class struggle is nothing
but terrorism. (1987)

The right to strike translates as the right to use a form of violence to attain certain
ends, and the State reserves the right to counter this with violence.® Trotsky
points to the glaring paradox of a value system that argues for the tabsolute value
of human lifed and at the same time sacriyces millions of people in wars. On the
one hand violence is seen to be inadmissible, and yet on the other, in exceptional
circumstances it is seen to be necessary T in a tshift from the moral high ground
to raw self-interesti (Buck-Morss 2003: 33).

Much the same paradox applies in the contemporary twar on terrorf, as the state
of emergency becomes the justiycation for the erosion of citizenis rights and
freedoms that were hard won. The duplicity is evident in the way those deemed

a danger to national security can be taken into custody and detained in ways
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ThreatCon Level 1

Low : Basic network posture

This condition applies when there is
no discernible network incident
activity and no malicious code
activity with a moderate or severe
risk rating. Under these conditions,
only a routine security posture,
designed to defeat normal network
threats, is warranted. Automated
systems and alerting mechanisms
should be used.

ThreatCon Level 2

Medium : Increased alertness

This condition applies when
knowledge or the expectation of
attack activity is present, without
specific events occurring or when
malicious code reaches a moderate
risk rating. Under this condition, a
careful examination of vulnerable
and exposed systems is appropriate,
security applications should be
updated with new signatures and/or
rules as soon as they become
available and careful monitoring of
logs is recommended. Changes to
the security infrastructure are not
required.

ThreatCon Level 3

High : Known threat

This condition applies when an
isolated threat to the computing
infrastructure is currently underway
or when malicious code reaches a
severe risk rating. Under this
condition, increased monitoring is
necessary, security applications
should be updated with new
signatures and/or rules as soon as
they become available and
redeployment and reconfiguration of
security systems is recommended.
People should be able to maintain
this posture for a few weeks at a
time, as threats come and go.

ThreatCon Level 4

Extreme : Full alert

This condition applies when extreme
global network incident activity is in
progress. Implementation of
measures in this Threat Condition for
more than a short period probably
will create hardship and affect the
normal operations of network
infrastructure.
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that erase individual human rights, turning them into a tnoncitizeni such that
fbare life reaches its maximum indeterminacyi (Agamben 2005: 4). The way the
State suspends and withdraws its guarantee of protection and legal entitlement
is a condition of contemporary power, and this is discussed in depth in Giorgio
Agambenis State of Exception (2005). Extending Carl Schmittis Politische
Theologie of 1922 that established the contiguity between sovereignty and
the state of exception, Agamben argues that the state of exception, although
described as a provisional measure in exceptional circumstances, has become
the working paradigm of modern government.5 Under this logic, State power
uses violence against an identiyable enemy so that its use of power appears
legitimate despite the active contradiction with its own legal and natural laws.
When the required ends cannot be guaranteed by the legal system alone, the
repressive state apparatus further intervenes ifor security reasonsi (Benjamin

1996: 243). Security marks the exception, in other words.

Software Violence

Software running over networks is a manifestation of ideology, and connectivity
remains a security threat beyond its purely technical functionality. This is what
Alexander Galloway and Eugene Thacker, in The Exploit, describe as the new
inetwork-network symmetryi of power, in which control is distributed relatively
autonomously in horizontal organisational locales and at the same time into
rigid vertical hierarchies or directed commands (2007). This description is a
socio-technical truism of course, and one that supports their claim that networks
and sovereignty are not incompatible. Indeed together they are exceptional
and are always related as tsovereignty-in-networksi. Correspondingly, the
recommendation to those developing oppositional tactics is to take advantage
of the vulnerabilities in networks by exploiting power differentials that exist in
the system. This is precisely what software developers and malware (malicious
software) authors have discovered, as they exploit vulnerable operating systems,

internet service and security software.

To add detail here: Internet violence is propagated through various means such
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